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Abstract

The field of computer forensics is vital in investigating cybercrime and recovering digital
evidence. This document focuses on a case study of a CEC Mobile Manufacturing
Company employee, Rob Jengelley, who stole valuable mobile phone designs before
quitting. The CEO of CEC hired a professional to investigate and retrieve the deleted
design files on Rob's computer. The forensics methodology used in this investigation
involved five key steps: identification, preservation, analysis, documentation, and
presentation. Various computer forensic tools were mentioned and given an
explanation, these tools include Volatility, Sleuth Kit, Autopsy, X-Ways Forensics,
EnCase Forensic and FTK Imager.

Introduction

As technology continues to advance and become an important part of life, the reliance
on computers and other digital devices increases as well. With this reliance comes the
need for proper investigation and analysis of digital devices in legal cases. The field of
computer forensics has been developed to meet this need and provide effective
solutions. In order to achieve these solutions, there are a lot of tools and procedures
that exist to assist investigators in their work.

One aim of this document is to cover these computer forensics tools in detail. This will
include the tool's name, type, licensing requirements, supported platforms, features, and
each tool's strengths and weaknesses. This examination of computer forensic tools is to
assist forensic investigators in their work and allow them to make informed decisions
about which tools to use in a given situation.

The second section of this document will go over a case study involving corporate
espionage and the design of the Samsung Galaxy S20 Plus phone. This case study will
demonstrate how computer forensics investigation methodology should be used to
gather evidence that will help resolve the legal cases. The methodology used in this
investigation will be explained in depth, covering each step in the process of the
investigation.

This document aims to inform and educate those interested in computer forensics by
providing information about the various tools and procedures used in the field and
analyzing a case study. Investigators can find evidence that can be used to solve legal
cases involving digital devices by using computer forensic tools and methodologies.
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Forensics Tools

The use of tools is vital in a computer forensics environment. The tools used by
professionals can drastically vary in their utility from tool to tool. Some tools recover
files, some tools recover passwords and some analyze existing files. Some tools can
only run on certain operating systems which limits their use, such as X-Ways Forensics
which can only run on Windows machines. [1] These tools are important as they allow
an investigator to do their job and collect all the information and data to construct a case
that can be shown in a court of law to dictate the outcome.

The first tool mentioned is Volatility. Volatility is a computer forensics tool that is used to
analyze and investigate memory dumps of digital devices [2]. The tool works by
extracting information from the RAM of a device. The RAM is volatile, which means the
data is lost when the device is shut down or rebooted, and therefore the information
contained in RAM will be lost if it's not collected and analyzed.

The second tool mentioned is The Sleuth Kit. The Sleuth Kit is a free and open-source
toolkit that allows forensic investigators to examine various file systems on various
operating systems. It includes a variety of command-line tools for tasks such as
evidence collection, file system analysis, disc image creation, and more.

A tool included in The Sleuth Kit's toolkit is Autopsy. Autopsy is a tool that offers a
graphical interface to a number of forensic tools and data processing methodologies. It
is a web-based, open-source tool that enables investigators to do a variety of forensic
activities such as disc imaging, file analysis and keyword searches. Autopsy can
analyze evidence on numerous operating systems, such as Windows, Linux, and
macOS.

The next tool mentioned is X-Ways Forensics. X-Ways Forensics is a computer
forensics tool designed to extract and analyze data. It provides professionals with a
range of tools and capabilities for identifying, collecting, and analyzing evidence. The
tool is compatible with a wide range of digital media, including hard drives, memory
cards, CDs, and DVDs, and it supports numerous file systems, including FAT, NTFS,
and HFS

The next tool mentioned is EnCase Forensic. EnCase Forensic is a computer forensics
tool for acquiring and analyzing digital media data. EnCase Forensic includes forensic

tools such as the ability to recover lost data, analyze registry entries, recover encrypted
files, and observe internet traffic. It has been used for computer forensic investigations




by law enforcement agencies, government organizations, and private investigators.
EnCase Forensic is well-known for its court-approved analysis, which has been
employed in numerous high-profile cases.

The next tool is FTK Imager. FTK Imager can generate images of hard drives and other
storage media in a variety of formats such as RAW, SMART, and E01. These images
can then be analyzed and searched using the advanced search and filtering features of
the tool. Users can also inspect and recover deleted files, analyze file metadata, and
generate reports based on the results [3]. In the investigation of digital crimes, the tool is
frequently used in pairs with other forensic technologies.

Case Study

Case Background

In Swansea, Wales, Rob Jengelley worked at CEC Mobile Manufacturing Company.
Rob worked on the latest smartphone Samsung Galaxy S20 plus phone interface GUI.
The work was designed using "Autodesk Maya" software by the business. A week later,
Rob Jengelley quit his job. Many of the mobile phone designs were gone from Rob's
PC, which astonished the CEC's engineers. The system was never backed up, and the
designs were only accessible to Rob. The corporation also mentions that if the designs
are released, it stands to lose millions of pounds, and that they intend to patent the
designs. They also stated that Rob had approached CEC's competitor Samtec and
arranged a contract to sell the idea to them. CEC had hired an investigator by the name
of Barry Lynch to to investigate and find evidence of Rob’s wrongdoings and to retrieve
the stolen data and bring him to justice.

Introduction

The purpose of this research is to examine a situation in which a corporation becomes
the victim of corporate espionage committed by an insider. The case study is about an
employee who was working on a project and the machine was not backed up at all. This
employee then leaves the company and takes the data with him. Before employing an
investigator, the organization must establish the chain of custody so that any revealed
material may be used in a court of law. The chain of custody is where the devices and
information that the investigator will need to gain access to before beginning their
investigation are determined. This is to avoid potential framing and presenting material
in an untruthful manner to the former employee.




Computer Forensics Methodologies

When dealing with a digital case, the use of methodologies to set up and prepare for the
case is vital in ensuring that the investigation goes smoothly. They allow a structured
approach to investigate digital based crimes, data breaches and other digital related
incidents. There is no standard for the methodologies [4] and due to this, many
investigation reports may vary in what their methodology includes. The process of this
investigation involves identifying sources of evidence, preserving the evidence in a
sound manner, analyzing the evidence to identify relevant information, documenting the
findings, and presenting the evidence in a clear and concise manner. These
methodologies were chosen as they explain all the general steps used in a clear way
while also not being too overwhelming.

The first step is |dentification. Identification involves determining the scope of the
investigation, determining the type of incident that occurred, and identifying potential
evidence sources. This step establishes the framework for the entire investigation.

The second step is Preservation. This step focuses on preserving the evidence
discovered in step one. This is done to ensure that the evidence is not tampered with or
lost, which could ruin the integrity of the investigation.

The third step is Analysis. This step involves analyzing the data that has been collected
and preserved. The goal of this step is to identify relevant information that can help
answer questions related to the incident being investigated.

The fourth step is Documentation. This step focuses on writing a report that summarizes
the investigation's findings. This report will include detailed information about the
investigation's steps, evidence gathered, and conclusions reached.

The final step is Presentation. This step entails presenting the investigation's findings to
the appropriate stakeholders. Depending on the nature of the investigation, this could
include law enforcement, attorneys, or company executives.

Overall, the goal of computer forensics investigation methodology is to ensure that the
investigation is carried out in a systematic and comprehensive manner, with a focus on
preserving the integrity of the evidence collected. Each step in the methodology is
critical to the investigation's success and helps in making sure that the findings are
accurate and presentable in a court of law.




Identification

The first step in the methodology is to identify the system that is believed to contain the
evidence of the sabotage. In the case study, its Rob's computer, which should hold the
deleted design files. The identification process includes identifying the owner of the
system, the location of the system, and the type of system. The scope of the
investigation will include identifying what files were taken, when they were taken, and
how they were taken. The investigator will also need to determine if any other company
policies or laws have been violated, such as non-compete agreements or intellectual
property laws.

In reference to the case study, Rob was the only person who had access to the designs,
which were not backed up and were therefore lost. He also worked for the corporation,
which means that this is an insider attack. Rob's hardware and software will need to be
documented, as well as the hardware and software's functionality.

Preservation

The next thing any investigator should take is to try to recover and save the stolen files.
Assuming the PC was turned off before the investigator arrived, this eliminates the
possibility of a Cold Boot Attack. If the PC was left on after the employee left, the
possibility of a Cold Boot Attack becomes a reality. To make this work, the forensics
investigator would immediately boot the PC into a low-impact operating system on a
flash drive and then capture a snapshot of the RAM contents.

This could reveal information on what the user was doing on the day he departed, such
as if he copied the files to a USB or destroyed them on purpose, and whether he
contacted anyone by email or other means. If a cold boot is confirmed to be possible
and completed, the next stage will be file recovery. X-Ways Forensics is a great choice
for this task. This software can recover files from a wide range of devices, including but
not limited to DVDs, Hard Drives and USBs. There are two kinds of extraction: physical
extraction and logical extraction. There are various kinds of data that can be recovered.
Live data is obtained through logical extraction. Passwords, photos, videos, files, and
other data that is currently on the PC are examples of such data. A physical extraction
would result in the deletion of data. This would require going deeper and employing
tools to recover the deleted data.

The next step would be to restore browser information. This can be used to keep track
of who he's contacted in case the company needs to send stop and desist letters to




prevent other companies from claiming the designs before they have a chance. The
data should be accessed with a USB Write Blocker to ensure that the time stamps are
always accurate. There are hardware USB Write Blockers that can be utilized in this
specific case. Once the data has been recovered, it should be duplicated to avoid
accidental alterations or erasure. Two on-site and one off-site copies would be more
than enough to ensure the data's complete security.

Due to the occupation of the individual, we can assume that he’s quite tech savvy. As a
result, efforts must be taken to ensure that the files are not configured in dangerous
ways, such as potential malware buried in the files. The next stage is the actual
information itself; due to its sensitive nature, it is fair to presume that it would be
encrypted without knowledge of the password. The encryption will need to be
deactivated for this. A brute force assault on the encrypted data is one way that could
take a very long time to execute. Another option is to try to remove the encryption from
the drive itself and see if the files can be recovered. Once acquired, the evidence must
be evaluated to confirm that it points to a disloyal former employee who is attempting to
determine what steps the organization should take.

Analysis

After all the data has been secured and collected, it must be analyzed. The organization
and digital forensics professional must base their conclusion on the findings of the data
analysis. Analyzing data involves identifying the tools that will be utilized in the future,
as well as processing the data. The final step in examining the generated data requires
the professional to look at the results objectively and discern what is conveyed without
bias. It is recommended to thoroughly investigate any hypotheses or conspiracies. It is
critical at this stage to object and ensure that the proof is reliable. As in court, they can
dismiss it if there is insufficient evidence or proof to support it. The investigator would
want to create an image of the machine's contents in order to access and analyze the
data without affecting the data itself, otherwise it may be considered tampered with.

Once Rob's PC forensic image is complete, they can use the device to check or search
for any suspicious data. Rob's computer would have to be removed because it is
evidence of a crime. The purpose of this stage of the digital forensic process is to collect
or find evidence. It is critical to document and secure the evidence at this stage. There
are tools used to recover the erased designs in order to collect or locate evidence for
this case, these tools include EnCase Forensics and FTK Imager.
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Documentation

The fourth step is to document the findings of the analysis. This includes creating a
detailed report that outlines the investigation process, the findings, and the conclusions
[4]. This stage is critical for ensuring that the investigation process is transparent and
understandable to anyone who may need to review it, such as lawyers and judges.
Documentation may also include photographs and video recordings that can provide
additional evidence to back up the investigation's findings.

“Some of the pieces of information you should collect are as follows:

m Date, time, location, address, witnesses, etc.

m System information such as manufacturer, serial number, model, components

m Observations of the computer, such as was it running and what was connected to it.
m Case information, such as case number, parties or clients, etc.

m Analysis steps taken such as tools, processes, issues, error messages, etc.

m Other evidence collected, such as photographs or any other physical evidence, etc.”

(5]

As stated above by Kuchta, there is a list of data that should be gathered during a
computer forensic investigation. This data includes the date, time, location, address,
and witnesses, which are critical for establishing the context and timeline of the
investigation. It also suggests collecting system information such as the computer's
manufacturer, serial number, and model, as well as its components. Observations of the
computer, such as whether it was running and what was connected to it, should also be
made. Case information, such as the case number and the parties or clients involved,
should be documented as well. Kuchta also suggests documenting the investigation's
analysis steps, such as the tools and processes used, as well as any issues or error
messages encountered. Kuchta also suggests gathering any other evidence that may
be relevant to the investigation, such as photographs or physical evidence.

The goal of the list created by Kuchta is to ensure that all relevant information is
gathered and documented in a thorough and organized manner, which is required for a
successful computer forensic investigation.

Barry should ensure that the report is simple and easy to understand for others to read.
Everything should be documented or logged from the start of the investigation so that it
can be included in the report and explained in detail. It should feature parts that are
easier to understand and wording that is simple for non-tech people. The report must be
accurate, including data, events, dates, and how they occurred. The conclusion should
collect and explain all of the facts of how and why it occurred, making it easier for
attorneys, judges, and prosecutors to grasp.

11




Presentation

The final step is to present the findings of the investigation. This includes displaying all
the information gathered in order to create a case which can be understood and
presented in a way that the average person can comprehend without being tech savvy.
The case won't be strong enough if the judges can't understand what they're being
shown. It is also vital that the investigator can prove that they did not tamper with any
files involved. If a single file has been tampered with, then the rest of the case loses all
its credibility.

In reference to the case study, Barry could clarify that Rob nearly cost the company
millions of pounds because of the amount of research that went into designing the
phone. Barry should also mention Rob removing the design work and leaving to join the
competitor's team. Because of his job, Barry might possibly serve as an expert witness
in the case. He would have to properly review all documentation and collaborate with
other computer forensic professionals to gather further evidence and assist him.

Conclusion

Computer forensic techniques and methodologies have evolved significantly over the
years, driven by technological advances and the increasing reliance of digital devices in
our daily lives. Computer forensics is now an essential part of modern investigations,
with forensic investigators employing complex tools such as Volatility, Sleuth Kit,
Autopsy, X-Ways Forensics, EnCase Forensic and FTK Imager to find deleted files,
analyze digital trails and to acquire and analyze other data. Investigators will also set up
reports that contain all the information gathered in a sound manner which will be
displayed in a court of law by using forensic methodologies which include 5 steps.
These steps are identification, preservation, analysis, documentation, and presentation.

Computer forensics' relevance will continue to play an important role in modern day
investigations. To stay up to date with the technology and legal environment, the
investigators will need to be constantly learning and updating their set of skills and tools.
Investigators can ensure a thorough and quick investigation that can withstand legal
examination by following computer forensics methodologies and using the appropriate
tools.
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Sample Report

1 DIGITAL FORENSICS REPORT

INVESTIGATOR: Paul Keener

Badge #3377

(Professor at University of San Diego)

DIGITAL FORENSICS EXAMINER (Tech): Ryan Nye

Digital Forensic Tech #1003373
(Cyber security student at USD)
San Diego, CA
619-461-9461

SUBJECT: Digital Forensics Examination Report

Accused 1: Karinthya Sanchez Romero
Offence: Stalking
Online impersonation
Accused 2: Andres Arturo Villagomez

Offence: Unlawful disclosure or promotion of intimate visual
material

Date of Request: May 27, 2017
Date of Conclusion: June 30, 2017

Report Publish Date: July 10, 2017

The sample report is used to showcase the identity of the investigator, the digital
forensics examiner and a brief overview of the subject of the investigation.




Invoice

INVOICE

Date Apr 27, 2023

Bill To Ship To o —
Ms Dee Rod CEC Mobile o

Manutachuring Balance Due: £810.00

Item Quantity Rate Amount

One hour of investigation 10 £55.00 £550.00

Recovery of data 1 £50.00 £50.00

Call out fee 1 £25.00 £25.00

Investigation report 1 £50.00 £50.00

Subtota £675.00

£135.00

Tota £810.00

This invoice would be an example of what Barry Lynch would send to the CEO of CEC,
Dee Rod, after the investigation was complete. The invoice contains the services that
were included in the investigation and the total cost of them all.

References

[1] B. Shavers, E. Zimmerman, and J. Weg, X-Ways forensics practitioner’s guide, 1st
edition. Waltham, MA: Syngress, is an imprint of Elsevier, 2014.

[2] The Volatility Foundation, About. 2020. [Online] Available:
https://www.volatilityfoundation.org/about

[3] Digital forensics and forensic investigations : breakthroughs in research and practice.
Hershey, Pennsylvania: Information Science Reference, 2020.

[4] M. Reith, C. Carr, and G. Gunsch, An examination of digital forensic models.
International Journal of digital evidence, 1(3), pp.1-12, 2002.
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Appendix

Sample computer forensics report by Ryan Nye https://www.studocu.com/en-
au/document/deakin-university/advanced-digital-forensics/exampledigiforensicsrprt-by-
ryan-nye/14829506
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ENGAGEMENT WITH LITERATURE SKI

Your work must include articles published by peer reviewed journals,
conference proceedings, books, and related website (e.g. IEEE, ACM,
Science direct). Information from website such as how, wiki, forums, etc.
will not be accepted. (20 marks)

y‘ You have define the tools researched. Far more 1 0
peer reviewed articles could have been utilised to
discuss and enhance your task 1

KNOWLEDGE AND UNDERSTANDING SK

On chosen topic, your work must demonstrate understanding of
concepts and underlying principles. You should explain and analyse
the tools you have chosen from the research in a meaningful way. The
IEEE report format must be used for the research aspect (task 1) but not
mandatory for the case study (task 2). (10 marks)

y"’ See comments above which can be used to 5
enhanced this section. You could use peer
reviewed articles to critically analyse them. An
example of a good article: Cyber Forensic Tools: A
Review, B. V. Prasanthi, Assistant Professor &
Department of Computer Science & Engineering,
Vishnu Institute of Technology, Bhimavaram,



Andhra Pradesh, India, International Journal of
Engineering Trends and Technology (IJETT) -
Volume-41 Number-5 - November 2016

COGNITIVE AND INTELLECTUAL SKI

Your work must demonstrate critical analysis and evaluation of the
investigation and reporting documentation. Your work must also justify
Computer Forensics Investigation procedures. The labs you do in class
should help you to complete the processes or forensic methods Barry
would have used. (45 marks)

y" Tools explained were categorised. The case study 37
was discussed. However, a key step, Barry would
take, after visiting Rob’s desk and seized all the
hardware devices such as hard disks, CDROM,
iPods, and DVD disks etc. is:
Step 2: He placed all the seized devices carefully in
anti-static bags and transported them to a
forensics laboratory.
You have done the invoice for services provided.

PRACTICAL SKILLS

Marks will be awarded based on the sample professional forensics
report generated by a forensics tool. AccessData FTK tool is
recommended as this tool is on the computers in room IQ 205 or any
other of your choice will be accepted. Use sample evidence file(s) from
the shared folder. Less than 40% will be awarded for Internet
downloaded report. (15 marks)

y‘ Sample forensics report provided were taken from 5 5
the internet rather than a generated sample using .
a forensics tool.



TRANSFERABLE SKILLS FORLIFE A

TThe report should be presented in an academic way (IEEE/ACM format)
and therefore must include an abstract, an introduction, a conclusion
and a list of references. The report must be submitted via Turnitin as

well. (10 marks)

y"’ Your work could do with some formatting and 6 5
alignment. Spell out all acronyms used. You have .
not use the IEEE report format for at least task 1.



